[MIpakTtnueckas padbora Nell

HNCCIEJOBAHUE METOJOB YITPABJIEHUSA
KPUIITOI'PAONYECKUMMU KJIIOYAMMU JUIA 3AIIUTHI
IMPOI'PAMMHOI'O OBECIIEYEHUSA U BA3 TAHHBIX

Hens pa6oTel. M3ydnuTh NPUHIMIEI YIPABICHUSA KIIOYAMH IIPH KPUIITOTPa-
(udeckoii 3amure UHGOPMAITHH.

KpaTlme CBC/ICHUSA M3 TCOPUHN

Kak Obl HM ObLIa CIIOKHA W HAJIe)KHA cama KPUITOCHCTEMa, OHA OCHOBaHA Ha
UCTIOJIb30BaHMU Kimtoder. Ecimu st obecniedeHns: KOH(QUASHIMAIEHOTO 00MeHa
uHpopMaIed MeXAy JABYMs MOJb30BATEISIMHU Tpoliecc oOMeHa KIIYaMH TPHU-
BHAJIEH, TO B CHCTEME, IJle KOJIMYECTBO IIOJIb30BaTeNeil COCTaBIsIET NECATKH U
COTHH YIpaBJICHHE KITIOUYaMH, — 3TO Cepbe3Has nmpodiema.

[lon xn1roueBOW WHWHPOpPpMAaNUEell MOHMMAETCS COBOKYITHOCTh BCEX
JIEeUCTBYIOIUX B cucTeMe Kimoueil. Ecnu He obecreueHo 10CTaTOYHO HAISKHOE
ylpaBJieHHe KJII04eBOH MH(pOpMaLyeil, To, 3aBJaJieB €10, 30YMBIIIIEHHUK TOJTY-
YaeT HEOrpaHUUEHHBIN JIOCTYM KO BCel MHpOpMAIIUH.

YnpaBineHnue KJIHOYaMH — WHPOPMAIMOHHBIN MPOIIECC, BKIOYAIO-
1M B ce0st TpH DIIeMEeHTa!

— reHepanuio KIoyei;

— HaKOIICHUE KITFOUEH;

— pacnpeneneHue KIrouen.

PaccMotpuM, Kak OHH JIOJDKHBI OBITH pEaU30BaHbI JJIsl TOr0, 4TOOBI odecre-
4uTh 0€30MaCHOCTD KIIF0YEBO HH(pOpMaImu.

I'enepanusi Kiao4eil. B peanbHbIX CHUCTEMax HCHONB3YIOTCS CIIELUAIbHbIE
anmnapaTHble U POrpaMMHbBIE METO/Ibl TEHEPALMK CIy4alHbIX Kiroueil. Kak mpa-
BIJIO UCIIONIB3YIOT AATYUKH CIy4aiHbIX ducen. OfHAKO CTENEeHb CIIyIaiHOCTH X
TeHepaluy J0/DKHA OBITh 10CTaTOYHO BBICOKOM. MneanbHBIMU TeHEpaToOpaMu siB-
JISFOTCSL YCTPONCTBA HAa OCHOBE “HATYPaJbHBIX CIydalHBIX IporeccoB. Hampu-
Mep, TeHepaIus KIIoUYei Ha OCHOBE Oenoro paauonryma. Jpyrum cirydaifHbIM Ma-
TEMAaTHYECKUM OOBEKTOM SIBIISIOTCS ACCSITUYHBIC 3HAKH UPPAIMOHAIBHBIX YHCET,
HalpuMep T WIM €, KOTOPble BBIUUCIAIOTCS C IIOMOINBIO CTaHIAPTHBIX
MaTEMaTHYECKUX METOOB.

B cucremax co cpeaHnME TpeOOBaHMSIMH 3AIIMINCHHOCTH BIIOJIHE MpHEMIIe-
MBI IPOTrPaMMHBIE TE€HEPATOPBI KIIFOYEH, KOTOPBIE BEIUUCISAIOT CIy4aiHbIE YUCIa
KaK CJIOXHYI0O (YHKIMIO OT TEKYIIEro BPEMEHHM W (WIM) YHCla, BBEJCHHOTO
MIOJIb30BATENEM.



Hakonuienne karoueil. Ilon HakomneHweM — KIodeld  IOHMMaeTcs
OpraHM3alysl UX XpaHEHHs], ydeTa U yAaJeHuUsI.

[TockonbKy KITIOY SIBISIETCSI CAMBIM NPHUBJIEKATEIbHBIM IS 3JI0YMBIIICHHUKA
00BEKTOM, OTKPBIBAIOIINM €MY ITyTh K KOH(UAEHIIMANbHON HH(OPMAINH, TO BO-
IpocaM HaKOIUICHHs KITIOYEH CIIeIyeT yIensaTh 0co00e BHUMaHUE.

CexpeTHbI€ KIIFOUM HUKOT/a HE JTOJDKHBI 3aITChIBATHCS B SIBHOM BHUJIE Ha HO-
cHTelle, KOTOPBIH MOXKET OBITh CYMTaH WJIN CKOPOBAH.

B nmocratouHo CnoKHOW cHCTeMe OAMH TIOJb30BATENhb MOXET paboTaTh C
OoNBIIMM 00BEMOM KIIFOUEBOM MH(OPMAIMH, U HHOT'IA 1a)Ke BO3HUKAET HEO00XO0-
JMMOCTh OpraHW3allMi MUHHO0A3 JaHHBIX 10 KItoYeBOoW uHpopmarmu. Takue Oa-
3Bl JJAHHBIX OTBEYAIOT 33 MPHUHATHE, XpaHEHHE, YUET U YAaJIeHHE HCIONb3YeMbIX
KITIOYEH.

Kaxnas nHpopmanums o0 MCMONB3yeMbIX KITIOYaxX JOJDKHA XPaHHUThCS B 3a-
mmdposanHoM Bue. Kirouu, 3ammdpoBsiBarolpe KII0YeBy0 HHOOPMALIUIO Ha-
3BIBAIOTCS MacTep-kKiarouaMmMu. JKenateabHO, YTOOBI MacTep-KIHOUU Kax-
JIbIH TT0JIH30BATENb 3HAI HAaU3YCTh U HE XPaHWI UX BOOOIIE Ha KaKUX-THOO0 MaTe-
PHATIbHBIX HOCHTEISIX.

OueHb Ba)XHBIM YCIIOBHEM 0€30MacHOCTH MH(OPMAIIMH SBJISETCS TEPHOJIYE-
cKoe 0OHOBIICHHE KII0ueBoil nHdopMalmy B cucteme. I1pu 3TOM nepeHazHayaTh-
sl IOJDKHBI KaK OObIYHbIE KIIIOYH, TaK U MacTep-KIo4YHd. B 0co00 OTBETCTBEHHBIX
cucTeMax OOHOBJIEHHE KII0YeBOH MH(pOpMAaUy HEOOXOAMMO MPOU3BOAUTD €XKe-
JTHEBHO.

Bomnpoc 0OHOBIICHUS KITIO4eBOI HHOPMAIMK CBSI3aH U C TPETHUM JIEMEHTOM
YIIpaBJIEHUs KII0UaMH — PaclpeIeNICHUEM KITFOUeH.

Pacnpenenenne kiroueil. Pactipenenenue kiro4yeil — caMblii OTBETCTBEHHBIN
TIpolLiecC B yIpaBlieHnH KitodaMu. K HeMy NpebsBiIsioTcs [Ba TpeOOBaHUS:

— OIIEPaTUBHOCTb ¥ TOYHOCTh PACIIPEACIICHHS;

— CKPBITHOCTB PACIIPEICISIEMBIX KITIOUEH.

B nocnenHee BpeMs 3aMETEH CIBUT B CTOPOHY MCIIOIb30BaHMS KPUITOCHCTEM
C OTKPBITBIM KJIFOYOM, B KOTOPBIX NPOOJIEMa pacrpeneieHus KIFo4eil oTnanaer.
Tem He MeHee pacnpesesieHne KIF04eBOH MHPOpMAIMU B CHCTEME TpeOyeT Ho-
BbIX 3()(DEKTUBHBIX PELICHHH.

Pacripenennenne kiroueil MEXAy MOIb30BATEISIMH PEATU3YIOTCS ABYMS pas-
HBIMH TTOAXOAAMHU:

1 Ilymem co30anuss 00HO20 UMY HECKOIbKUX YEHMPO8 pacnpeoeietis Koell.
HenocTaTtok Takoro moaxoma COCTOMT B TOM, YTO B LIEHTPE PACTIPENCICHUS W3-
BECTHO, KOMY M KaKWe KIIOYM Ha3HA4YCHBI, M 3TO MO3BOJSIET YMTaTh BCE COOO-
LIEHNS, IMPKYJIUPYIONIAE B cucTeMe. BO3MOXKHBIE 3110yTTOTpeOICHNS CYIIECTBEH-
HO BJIUSIIOT Ha 3aIIUTY.

2 [Ipamoti obmen knouamu MEXIY MOJIb30BATEISIMHU CUCTEMBI. B aTOM ciiydae
MpoGJieMa COCTOUT B TOM, YTOOBI HA/ISKHO YIOCTOBEPUTD IMOUIMHHOCTE CyOBeK-
TOB.



B 06oux cirygasx nomkHa OBITH rapaHTHPOBAHA MOUIMHHOCT CEaHca CBSI3U.
DT0 MOKHO 00ECIIEUHTH IBYMSI CIIOCOOaMHU:

1 Mexanusm 3anpoca-omeema, KOTOpPBLA COCTOUT B cieayomeM. Ecau mons-
30Bartenb A KenaeT ObITh YBEPEHHBIM, YTO COOOIIEHNUS, KOTOPHIE OH MOJTYYaeT OT
Tob30Batelst B, He SBISIOTCS JIOKHBIME, OH BKJIIOYAET B MOchUIaemMoe it B co-
of0IeHne HempecKa3dyeMblid aneMeHT (3ampoc). IIpum orBere monb3oBatens B
JIOJKEH BBITIOJIHUTH HEKOTOPYIO OIIEpannio Haj STUM 3JIEMEHTOM (Halpumep, J0-
6aBuTH 1). DTO HEBO3MOXKHO OCYIIIECTBUTH 3apaHee, TaK Kak He M3BECTHO, KaKoe
citydaiiHOe uMcIIo mpuzeT B 3ampoce. [lociie moydeHus oTBeTa ¢ pe3yiabTaTaMu
JIEUCTBUI TOJB30BaTENb A MOXET OBITH YBEpEH, UTO CEaHC SBIISAETCS MOIJIMH-
HBbIM. HeoctaTkoM 3TOro MeToza siBisieTcss BOSMOKHOCTh YCTAHOBIICHHS, XOTS U
CJIOXKHOH, 3aKOHOMEPHOCTH MEX/1y 3alIPOCOM M OTBETOM.

2 Mexanusm ommemxu epemeny. OH oApasyMeBaeT (HPUKCAIUIO BPEMEHH IS
KaXJ0ro cooOmieHus. B aToM ciydae KaAblid IOJIb30BATENb CHCTEMBI MOXET
3HATh, HACKOJIBKO “CTaphIM’ ABJISCTCS MPHIIIEIIEeE COOOIIECHHUE.

B 00oux ciydasix clieiyeT UCIoIb30BaTh MHM(poBaHue, 4TOObI OBITH yBEpEH-
HBIM, YTO OTBET IOCJIaH HE 3JIOYMBIIIJICHHUKOM H INTEMIIC]Ib OTMETKU BPEMEHU
HE U3MEHEH.

Ipu ucnons30BaHUHM OTMETOK BPEMEHH BCTAaeT NpobiemMa JOIMyCTUMOIO Bpe-
MEHHOTO MHTEepBaJla 3aJepXKKH U1 MOATBEPKICHNUS MOJJIMHHOCTH ceanca. Benb
coo0lIeHre ¢ OTMETKOW BpEeMEHU B MPHUHIMIIC HE MOXKET OBITh MEpeAaHO MIHO-
BeHHO. Kpome 3Toro, KOMIbIOTepHbIE Yackl HONy4aTesIsd ¥ OTHPaBUTEI HE MOTYT
OBbITh a0CONIIOTHO CHHXPOHU3UPOBAHBI.

Jnst oOMeHa KII04aMy MOXKHO HCIIONB30BaTh KPHITOCHUCTEMBI C OTKPBITBIM
KJIFOUOM, MCIOJB3Ys TOT XkKe anroput™ RSA.

Ho Becpma addpextrBHBIM OKa3zaicsi anroput™ Juddu-Xenmana, mo3Bosio-
WA ABYM MOJNB30BATENsAM 0€3 IOCPEIHHKOB OOMEHSATHCS KIIFOUOM, KOTOPBIHA
MOKET OBITh UCIIONB30BAH 3aTEM [UISI CHMMETPHYHOTO IIH(POBAHHUS.

Aaroputm dupdpu-Xenamana. Auddu n XenmaH mpemioRwIn U1 CO3/a-
HUS KPUNTOrpAaUUECKHX CHCTEM C OTKPHITBIM KIIOYOM G YHKIHUIO
IUKPETHOTO BO3BENEHHS B CTCNEHBb.

HeoOpatumocts mpeoOpa3oBaHUs B 3TOM CIydae OOECIIeIMBAETCS TEM, YTO
JOCTaTOYHO JIETKO BBIYMCIIHTH MOKa3aTeNbHYI0 (QYHKIMIO B KOHEYHOM rone ['a-
Jya, COCTOSIIMM 13 ) 35ieMeHTOB (P — muO0 IPOCTOE YHCIO0, TUOO0 IPOCTOE B JIFO-
00l creneHn). Beramcnenne jxe rorapu)MoB B TaKMX MONAX — 3HAYUTENBHO 00-
Jiee TpyJOeMKasi Orepanysi.

Hns obmena wH(pOpMaIeld TEpBBI MONTH30BATENF BHIOMpPACT CIydaliHOE
YHCIIO X1, PABHOBEPOSITHOE U3 IEJBIX Yrcen oT 1 o p — 1. DT0 9mucino oH Aepxur

B CEKpETe, a IPYroMy IONB30BATENIO TMOChUIAET Yucio Y = o mod p, rae o —

¢bukcupoBanubiil amement moist [amya GF(p), KOTOphIi BMecTe ¢ P 3apaHee pac-
MIPOCTPAHSIETCS MEXKAY MOIb30BATEISIMH.



AHaJIOTMYHO MTOCTYNAET U BTOPOH MOJIB30BaTENb, TCHEPUPYS X2 U BBIYKCIHB
Y2, OTIPABIISs €ro MEpBOMY IONIB30BATENI0. B pesynbTare 3TOro oHM 006a MOryT

BBIYHCITUTE OOLIHIH CEKpETHBIHN Kimtod Kip = o’ mod p.

Jliist TOro, 4TOOBI BHIYHCITUTD Kip, IEPBBIA MOIB30BATENh BO3BOAUT Y, B CTe-
TIeHb X; ¥ HAXOJUT OCTATOK OT JejeHus Ha P. To ke jenaer u BTOpOi MOJb30Ba-
TeJlb, TOJIBKO MCHONB3YS Y1 U Xp. Takum oOpazoM, y 00ouX Iojip3oBaTeneii oka-
3bIBAaeTCSl OOUIMH KITFOY Kpp, KOTOPBIA MOXXHO HCIIOJB30BATH JUIS HIA(BPOBAHUSI
nH}opManuy 0ObIYHBEIMU aTOpUTMamMu. B orimume ot anroputma RSA, naHHbIi
QJITOPUTM He TI03BOJISIET MIM(POBATh COOCTBEHHO HH(OPMALIHIO.

He 3Hast X; ¥ Xp, 3TOYMBIIUICHHUK MOXET MOMBITATHCSI BHIYUCITUTE Kip, 3Hast
TOJIBKO T€pEeXBayeHHbIE Y; U Y,. DKBHUBAJIEHTHOCTh 3TOH MpoOiIeMbl mpolieme
BBIYMCIIEHHS AUCKPETHOrO JIorapudmMa eCTh TJIaBHBIA M OTKPBITHIA BOIPOC B CH-
CTeMax C OTKPBITBIM KIIFOUOM. HpOCTOFO peUICHUA OO0 HACTOAIICTO BPEMEHU HE
HaiineHo. Tak, ecnu s npsimoro npeodpazoBanus 1000-0MTHBIX TPOCTHIX YUCENT
Tpebyercs 2000 omepamumii, TO A7 0OpaTHOro MpeoOpa3oBaHMs (BBIYHCICHUS
norapugma B none ["anya) — morpedyercst 0Koso 10* omeparii.

Jlns mpumepa BbiOepeM P = 43. o0 MOKHO ONPEACINTh KaK IEePBBINA MPOCTON
MHOXuTeIeb uncia (P — 1). [lepBbiM mpocThiM MHOXHTENEM yucna (43 — 1) =
=42 genserca 3. Mexay IByMs IOJ30BATENIIMU paclpesieisieTcsl mapa ducen
(43, 3). Tonp3oBaTenb A MPUIYMBIBAET CBOM CEKPETHBIN KITFOY, JOMYCTHM, YHCIIO
8 1 mocsuIaeT monb3oBaTeno B umcno y; = 3% (mod 43) = 25. [Tons3oBatens B
MIPUIYMBIBAET CBOM CEKPETHBIM KIIIOY, JOMYCTUM, YHUCIO 37 U MOCHUIAeT MOJIb30-
Batemo A uncio Y, = 3% (mod 43) = 20. O6a [oIb30BaTeNs BEIYUCISIOT OOLIHI
CeKpeTHBIN K04 Kyp: momp3oBatens A — Kyp = 20% (mod 43) = 9; mons3oBatens B
— ki = 25%" (mod 43) = 9.

Kak BumHO, npu Beeit mpocrore anroputMa Jnddu-Xenmana, BTOPBIM €ro
HEJIOCTATKOM I10 CPaBHEHHIO ¢ cucTeMoil RSA siBiseTcs oTCyTCTBHE rapaHTHPO-
BaHHOW HIKHEH OIIEHKHU TPYIOEMKOCTH PACKPBITHS KITFOUa.

Kpome Toro, XoTs onmcaHHBIN alrOPUTM MO3BOIIET O0OUTH MPOOIEMY CKpBI-
TOW TNepefavn KIoda, HEOOXOIMMOCTh ayTeHTHU(HKauKu ocraercs. be3z momorn-
HUTENBHBIX CPEICTB, OAWH U3 IOJH30BATENEH HE MOXET OBITh YBEPEH, 4TO OH
OOMEHSUICS KIIF0YaMU HMEHHO C TEM II0JIb30BATENEM, KOTOPBIA €My HYXKEH.

IMopsiaok BHINOJIHEHUs PadOThI

1 VI3yuuTts KpaTKue CBEACHHS U3 TEOPUH.
2 Jlnst pemieHus 3aqauu u3 ni. 3 mo nepBoil mudpe mudpa u3z tabmumsr 1
HE00X0INMO BEIOPATh mapaMeTpsl MH(POBAHS.

Tabnuya 1 — [lapaMeTpsbl aATOPUTMOB NP POBAHUS

TTapa- TepBast mdpa nmmdpa
MeTp 1 2 3 4 5 6 7 8 9 0
p 45 39 41 37 49 57 61 33 48 53

4



X1 13 31 15 5 9 31 42 5 30 14
X2 27 9 21 22 13 12 10 23 16 22

3 Cozaath 0o0IMIl KIIIOY JUIA ABYX IOJIB30BaTeNeil ¢ MCIOIB30BAaHUEM allro-
putMma [uddu-Xenmana c napamerpamu p, X, Xo.

Coaep:xkanue oT4eTa

1 [ens paGoTEHL.

2 VcxonHsle TaHHbIE.

3 Pe3ynbTaThl pacueros.
4 BriBon 10 padote.

KonTposbHbie Bonpochl

1 Yto BXOMUT B ympaBlICHUE KIIFOYaMU?
2 I'enepanys KIIro4ei.

3 Haxoruienue itodei.

4 PacnpeneneHue KIIOYeH.

5 Anropurm duddu-Xemmana.



